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1.
Introduction and some context



  

What is NGSOTI ? Why EdTech ?
NGSOTI: an EC-funded project to build an educative
Training Infrastructure for the
Next Generation (cyber)Security Operator(s)

Partners: CIRCL-LHC-Restena, uni.lu, Tenzir GmbH
Resources:

https://www.restena.lu/fr/project/ngsoti
https://github.com/ngsoti

EdTech - to facilitate online resources sharing, a secured 
shortener service was created

edu.lu service hosted by Fondation Restena
Resources:

https://www.restena.lu/fr/service/raccourcisseur-URL

https://www.restena.lu/fr/project/ngsoti
https://github.com/ngsoti
https://www.restena.lu/fr/service/raccourcisseur-URL


  

What is edu.lu ?
edu.lu
- an URL shortener Service hosted by Fondation Restena
- at the open disposal of the .lu educationnal community
- based on a shortener utility in the backend (SURFshort from surf.nl)

Resources:
https://github.com/SURFnet/short

Motivation for this resource choice:
- an OpenSource tool (Apache 2.0)
- already present in the European Education Community
- fully compatible with our Software Stack

https://github.com/SURFnet/short


  

Why an URL Checker Webservice ?
But ... Users may (unintentionnaly ?) shorten URL to malicious
(or debatable ...) content ...

Malicious URLs = primary vectors for
Malware, Phishing, Command & Control threats

Need for some Security Scanning in the path
analyse and report any suspicious/malicious URL

Need for a flexible
and modular
implementation:

Image designed
by Freepik
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we focus on this 
component



  

Threats ?

!!! DO NOT CLICK
ON RANDOM
URLs !!!
*If you did, do not be shy
and contact your CSIRT or us (institutions)
for support :)



  

2.
URL-CHECKER TOOLS - Technical details and Analysis



  

Problem & Motivation 
Need for automated, multi-source URL analysis

Thus the URL Checker Tools was created to:

- run independantly (release source code when/where appropriate)
- be compatible with our Software Stack
- be modular and configurable
- tested and deployed On-Premises at Restena
- provide interfaces to various reknown providers
(free and/or open-source and/or commercial)
- allow the compilation of results on top of several criteria and scan 
outputs



  

Architecture Overview     Automated 
Workflow

  
Modular Python CLI tool
Inheritance-based provider 
system (BaseProvider)
Supports manual analysis & 
automation pipelines

1)Input target (URL / domain / IP) & SID

2)Provider queries (reputation checks)

3)Content scanning (YARA, downloads, 
redirects)

4)Unified scoring & confidence calculation

5)POC: MISP reporting

6)Session logs & JSON synthesis



  

CLI help text with usage instructions (1)



  

CLI help text with usage instructions (2)



  

CLI example of automation mode



  

Logging & Audit Trail 
● Session-based logs with SHA256 hash 

hierarchy
● Dual-mode logs:

.log = synthesis output
 .dlog = detailed provider-level results
● MISP event IDs embedded for 

traceability
● Ensures reproducibility for compliance



  

.log 



  

.dlog 



  



  

Modularity
● New providers

→ add class inheriting BaseProvider
● Register in config enum

→ auto-loaded by CLI

● Supports custom YARA rules
● Integration-ready for SOC 

workflows or webservices



  

Supported Threat Intelligence 
Providers 
● VirusTotal – multi-engine analysis
● Google Safe Browsing – phishing/malware lists
● URLScan.io – web snapshot & reputation analysis
● Lookyloo – forensic crawling
● WHOIS – domain age & reputation
● Pandora – file/malware detection
● Whalebone – DNS security and threat categories
● MISP – threat intelligence integration
● (Local) YARA – pattern-based content scanning



  

Why Those Providers ?  
● VirusTotal – 1st choice, aggregation of sources, casts a “wide net”
● Google Safe Browsing – more limited in scope but reliable
● URLScan.io – Initially part of the tool, but slow and API gives confusing 

results
● Lookyloo – good for in depth analysis, but takes long. Huge info dump.
● WHOIS – perfect as a “basic check”
● Pandora – Good addition, but files scanning is not the focus of this tool.
● Whalebone – “Premium” provider, helps with categorisation and 

blacklisting
● MISP – Cross-referencing and sharing of reports
● (Local) YARA – Provides fallback in case providers are unreachable. Can 

help catch yet unreported malicious websites/domains



  

Challenges and other results
● Finding a balanced range of relevant (free) providers
● Handling contradictory provider reports
● Unreported malicious websited/domains
● Finding/Creating precise YARA rules
● Minimizing false-positives
● Calibrating the synthesised scoring
● Download links & encrypted files
● Ambiguity of some potential Use Cases wrt to commercial/cloud 

providers
...



  

Side notes – POC Misp Report (Event) 



  

Side notes – POC Misp Report (Attributes) (1)



  

Side notes – POC Misp Report (Attributes) (2) 



  

3.
A Conclusion ?



  

● Having an OpenSource basic brick for the URL Shortener was 
essential to us

● This is why we aimed at complementing it with the URL Checker 
Tools that could be useful to others

● We also provided our own analyses results in this talk in the hope to 
share openly our results to the community

● Happy to get your feedback on strategies on how to release such 
sourcecode (Licensing)



  
www.restena.lu

Merci.
Thank you !

Questions ???
This is Hex :)

http://www.restena.lu/
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