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1) Workshop - Part I• 1 & 2 – Key points and Achievements• 3 - Roadmap. What about the future ?• 4 - Lucy Guichet & ecosystem - demo

Agenda

3) Lunch – Restena Office

2) Workshop - Part II• 1 - SIEM overview• 2 - Use case: from implementation to detection

Coffee break (15min)



• Official start: 1st September 2023
• Duration: 36 months
• Recruitment of• A new System & Security Engineer (David)• A new (Junior) Security Analyst (Denim)
• Co-funded (50%) by the DIGITAL programme of the European Union

1. Key points



Phase 1 – Tools evaluation

2. Achievements

• Requirements

• IPv6 support

• Linux based

• On-premises Deployment

• Multi-tenancy

• Scalability

• High Availability

• Considerations
• Integration capabilities: zeek, suricata,

MISP, Case management

• Budget and Resource Allocation

• Use Cases

• Feature Set

2023



2. Achievements

Product Open-Source Technology Multi-Tenant Customisation Costs Comments
Security Onion Yes ElasticSearch,

Logstash, Kibana,
Zeek, Suricata, others

No No for muti-
organisations

€
(support and

more)

resource-intensive
workarounds
needed

WAZUH Yes OpenSearch and
others

Yes Yes €
(support and

more)

Installing agents at
partners is too
intrusive (XDR)

ELK (with Platinum
subscription)

Yes ElastiSearch, Logstash,
Kibana and Platinum

subscription

Yes Yes €€ Commercial
licensing

OpenSearch Yes OpenSearch &
Security Analytics

Yes Yes / Close to
ElasticSearch
(already known).
No cost BUT man
power needed

Phase 1 – Tools evaluation
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2. Achievements
Phase 2 – Deployment and onboarding

2024 2025
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2. Achievements
Phase 2 – Deployment and onboarding

• Started small

• 2x Hypervisors running on VMware

• 3x Data Nodes

• 2x Aggregator Nodes

• 1x VPN concentrator

2024 2025



2. Achievements
Phase 2 – Deployment and onboarding
• 4x Hypervisors running on Proxmox

• 8x Data Nodes

• 3x Cluster Manager nodes

• 4x Aggregator Nodes

• 2x VPN concentrator• Storage:

• 2x 28TB for Hot search

• 2x 72TB for Cold search (snapshots)

2024 2025



2. Achievements
Phase 2 – Deployment and onboarding – DNS Firewall



2. Achievements

DNS Firewall



DNS Proxies

DNS Resolvers

2024 2025



DNS Firewall blocking page

2024 2025

2. Achievements

DNS Firewall



2. Achievements

LOW - 0

HIGH - 100

Threat Enrichments Indicator – Scoring & Confidence

IP v4|v6 User-Agent Dest IP - Dest port

Phase 2 – Deployment and onboarding



2. Achievements
Phase 2 – Deployment and onboarding

Step1 Step2

2024 2025



3. What about the future ?
• August 2026 -> End Of EU funding• No worries, we will continue to maintain the systems

• Case management• Integration of FlowIntel
• Threat Intel / IOC• Evaluation of commercial feeds• Improve scoring mechanism

• Consolidation
• Anomaly Detection



4. LUCY Guichet

DEMO



And more demonstrations…



www.restena.lu

Thank you.
Cynthia WAGNER: cynthia.wagner@restena.lu

Isidore MORENO: isidore.moreno@restena.lu

mailto:isidore.moreno@restena.lu

